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=

o
mNihis priesentation compares and contrasts the
tWoermainrrefierence models that use the
CONCEPLOMprotoca Iyerin'g...

= OpeEniSystem Interconnection Model (OSI)

E Lo Flrla,?ort COr rq‘_ tocol /Internet Protocol

= And exnﬁﬁ'é how C12.22-2012 fits on top
of OSI transport layer (4) or the TCP/IP
transport layer in accordance with

IETF RFC 6142

4
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IEYPIOLeE0] Stacks™

SHIhENtopics that we will be discussing
dEMIESEC C Ji) tWo protocol stacks, as
SHOWRNRRGN the diagram below...

OSl | TCP/IP

e r7)'._

E

Presentation (Layero6) Application
Sessmn fl'_-ab);er 5)

Transport (Layer 4) Transport
Network (Layer 3) Internet

Data Link (Layer 2)
Physical (Layer 1)

Subnet




20012, dOES NOL dt ﬁn OS I Network Layers 4-1*, nor does it define
TICP/IP transport internet and subnet layers

OSI / C12.22—- Reduced Stack C12.22 over TCP/ IP

i) Application
1 . 2 . C12.22-2012
Tables (data)+EPSEM (service) Tables (data)+EPSEM (service)
ACSE ( ion) ACSE (Association)
Null Transport (Layer 4)* Transport
Null Network (Layer 3)* Internet
Null Data Link (Layer 2)*
: Subnet
Null Physical (Layer 1)*

* However it does prescribe Local Port Layers 4-1 for ANSI Type 2 Optical Ports and Communication Module dedicated interfaces (see next slide).
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gommunication Modules

(J’J..zl“' )

ihe ANSI( Ss_JrJd_Jr_l":

pPhYSICal IntErRacet \NST C12.2

IHERAINSIN J}ZU‘

C12.22 Device Side

Optional Application (Layer7)
C12.22-2012

Tables (data)+EPSEM (service)

ACSE (Association)

o rowdes a full stack definition for a
Communication Module

nication Module is a variation on the

JIJ‘],)J—‘IIJ-—‘H,_JF] NPWhHERE thEre is a need to physically separate the service
clementsiofia C12ZBSibevice (e g.a meteorological or relay function) into two
~ parts: Thel@l2,22 Device (provides €12.22 service) and the C12.22
- CommunicauenRiModule (provides connectiviw and an interface to any network)

Native (any Net) LAN Side
Undefined Application (Layer?7)

Undefined Presentation (Layero6)

Undefined Session (Layer 5)

Transport (Layer 4)

Undefined Transport (Layer 4)

Null Network (Layer 3)

Undefined Network (Layer 3)

Data Link (Layer 2)

Undefined Data Link (Layer 2)

Physical (Layer 1)

Undefined Physical (Layer 1)




C12.22 Com mJnJ ation Modules
(J’JOL‘E )-u

u e ANSIFC12, Landard .JJ.)J provides a full stack definition for a
PiySICalNnL NSISType 2 Local Optlcal Port.
INEVINSINETZS \J ST Tt ype 2 Local Optical Port is a backward compatible
Variation GRrtHE JJ‘J‘J,.J]“:'J' IENtation of bptlcal Port per ANSI C12.18-2006 / IEEE
_)r_J I/UI /DI | / J‘fJf’_z._i?* 2013 where there l|3a need to locally and physically

1219 Device (€.g. a meteorological or relay function) using
the C12 )z prorurol Stack. |

C12.22 Optical Port Stack

Application (Layer7)
C12.22-2012

Tables (data)+EPSEM (service)

ACSE (Association)

Null Transport (Layer 4)
Null Network (Layer 3)
Data Link (Layer 2)
Physical (Layer 1)




12 actually defines three ISO reduced stacks

N C12.22=-2012 Application Services (Layers 7-5) that can

2io: any. thansport layer (any network e.g. TCP/IP or UDP/IP)
C1IZ2NIBE2006 compatible stack (Layers 7-1) than can interface to a

- local ANSINIVIE 2 optical port

3, AGIZP2-Device to €12.22, Communication Module ﬁLayers 7-1) that is

USEdRSthictly: when there is a requirement to physically separate the

communicatingiapplication services from the specifi network, i.e. The

C12.22FDevicer(metrology: unit or relay unit) and the C12.22

- Communication Module (LAN interface)

The role of the €12.22 Communication Module is to act as a gateway to the

native LLAN that service its C12.22 Device application

] The interface specification of the LAN side is not defined by the ANSI
C12.22-2012 Standard

| Thus, implementers can supply C12.22 Communication Modules to interface
their solutions to the application side of any ANSI C12.22 meter for the sake
of independence of the physical network and interoperability

M The industry may also be confused by the special C12.22 Communication
Module specification option (Layers 7-1) with the broader general purpose
ANSI C12.22 Network Application that uses only layers 7-5, which is the
relevant choice for ANSI C12.22 over IP whose layers 1-4 are prescribed by
IETD RFC 6142




The ANSI C12.22 J\{ a ced Stacks

= = CI1ZesNEseal Port | . External C12.22 Comm. Module

I/

7 Data-link Layer
 —

Physic\efr Layer

1 Point-to-point

7 Data-link Layer 7 Data-link Layer

Physic\afLayer

Point-to-point

Physic\afLayer
ANSI Type 2

1 1

C12.22 Comm. Module Interface or
Copyright © 2008-2015 Future DOS R&D Inc., All Rights Reserved. IEEE P1704 Interface (new 2015)
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OJyrS)

e Session J,J\/#r rmItS two parties to
]JLJ ONEBING communications called a
~ SessiPnracrossia network.

= Not foundHi @HT’P model

= In TCP/IP, its characteristics are
provided by the TCP protocol.

(Transport Layer)
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e Presentat on Layer 6)
Jihe; Presentation L,Jﬁr andles data format
MierMation ferrnetworked communications.
This isfdeneby converting data into a generic
 formatfthat could be understood by both

- SIC g, ’-
Not fic TCP/IP model

In TCP/IP”tﬁs function is provided by the
Application Layer.

e.g. External Data Representation Standard (XDR)

Multipurpose Internet Mail Extensions (MIME)
Connectionless-mode Association Control Service Element (ACSE)

y -
‘ .
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meApplication™(Layer /)
-:q z

e Applicationftayeris the | op layer of the reference

MOUEINt-providesialset of interfaces for applications to

ObLAINTACCESSItornetworked services as well as access to

“the Kindsioel nEtwork services that support applications

- directly, |

 m 0OSI = T/AM, VT, MHS, DS,CMIP,ANSI C12.22
TCP/IP TP,S%ITP,TELNET,DNS,SNMP,

v - C1222-ACSE

UDP/IP ~ - DNS,SNMP,DHCP,C1222-ACSE

= Although the notion of an application process is
common to both, their approaches to constructing
application entities is different.




(Distributed
application—
conceptual)

Application 3
protocols, »| >
services <
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ISO AP proac'r; -

mESemetime called lHorizontal Approach

u OSIrassents that distributed applications

~ OpEeratejoverra strict hierarchy of layers and
~ arercenstructed from a common tool kit of
tandaraizee pplic%'fion service elements.

In O'%I, each distributed application service
selects functions from a large common
“toolbox™ of application service element
(ASEs) and complements these with
application service elements (e.g. ACSE) that
perform functions specific to given end-user
service (e.g. EPSEM).




’b., 3
ICR/ABMAPPLOaCH

£

uESOmetme called \/er‘ Approach

' InNIICR/ARN@nd Int UDP/IP), each application
entityaisicomposed of whatever set of

~ function'it neec beyond end to end transport
to support a distributed communications
service.

Most of these application processes build on
what they need and assumes only that an
underlying transport mechanism (datagram
or connection) will be provided.




iranspone Layer

*.

oSl TCP (or UDP) / IP

ansport (TCP or UDP)

’ ”m. v | .
u [heftnetionality of the transport layer is to
brovide Stransparent transfer of data from a
source end open system to a destination end
open system™ (ISO / IEC 7498: 1994).

m ANSI C12.22 does not provide Transport
Layer for non C12.22 Communication Module
based implementations

m TCP/IP provides a reliable Transport
m UDP/IP provides an un-reliable Transport



e o

ENSPONE Layer™
- ]
MNIRANSPONL IS reaponsﬂ“ for creating and
malntaining the'basic end-to-end connection
between communicating open systems,
ensuring that the bits delivered to the
receiverare the same as the bits transmitted
by the sender; in the same order and without
modification, loess or duplication

m ANSI C12.22 does not provide Transport
Layer for non-comm-module implementations



OSI i} ransport I_J er

MRl taKes 'r:e. I ]J’JI‘IJ’J Jr to be sent and

préaksunte individual packets that are sent

- .,JQ‘Lre,Jssarr bled into a complete message by

- thedl@nsport [layer at the receiving node

m Also provide'a 5|gn5'ng service for the
remote node so that the sending node is

notified when! its data is received successfully
by the receiving node

m ANSI C12.22 does not provide Transport
Layer for non-comm-module implementations




OSIHEnSsperttayer

MRIANSPOrC LLayer pro@g include the
capabilityate acknowledge the receipt of a
DACKELMIT NG ?CKJ']W edgement is received,

- therliensport Layer: protocol can retransmit
the packetior time-out the connection and

- signalian pr

m ANSI C12.22 does not provide Transport
Layer for nhon-comm-module implementations

'




OSINFEnsportitayer
.-

SNIIENSPOrE Priotocols canialso mark packets
With'Seguencing infermation so that the
d%sjjnat]on System can properly order the

- packetshiithey e received out-of-sequence

1 aaaition) n_spﬁt protocols provide

facilities for insuring the integrity of packets

and requesting retransmission should the
packet become garbled when routec

m ANSI C12.22 does not provide Transport
Layer for non-comm-module implementations
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OSINIERSpesitfayer
-:q ‘ i

S NanRSPort Protecols prdmf capability for multiple
aPPIICaiGNIPrOCESSES to access the network by using
ndividualfecaltaddresses to determine the
destination process for each data stream
ANSIFCI2222 dees' not provide Transport Layer for
non-comm=module implementations
= ANST C12.22 does not provide network addresses

(

= ANSI C12.2§LAppIication layer) provides Application
Titles (ApTitles) and Application Invocation IDs that
can be linked with the application process and host of
the associated data stream
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1ICP/IPR-anspor :c‘ ayer

s MDEfines two standard rr‘ﬁﬁ)n protocols: TCP and
UIDE

o ICPImpIEments a reliable data-stream protocol
m  CONnEcuenorHENteE

- u UDPiimplements an u ellable data-stream

| ' rmnscrunle'*"

s ANSI C12.22 provides hints to network manager
about Its preference for connection-mode or

connectionless-mode operations via the application
layer registration service

® The registration service can be delivered
interchangeably via either TCP or UDP on port 1153

m The governing ANSI C12.22 IP-based transport
protocol is defined by IETF RFC 6142
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-
IFCR/IP “[relpise Sport Layer

MNER prevides rﬁl]:Jr J"' data transmission

N UDPIspuseltl in many applications

~ meg. Wh ere data needs to be broadcast or
| - -

nuUlticast =

= Primary difference is that UDP does not
necessarily provide reliable data
transmission (however, ANSI C12.22
can provide reliability if needed)







i—-m 3
CR/AENIRRSPOrt Layer

-

BRICPIS responsibleror data recovery

=RbyAproviding arsequence number with each packet
thatitseneEs

= CPreglifes ACK (acknowledgement) to

~ ensurélcorrect data is received

m Packet canrbe retransmitted if error detected

m ANSI C12.22 does not provide Transport
Layer for non-comm-module implementations

m These are internal features of TCP/IP and are
not visible to the ANSI C12.22 Application




J@yéWESDGFt Layer

o

u Jse off ACK
internal feattre o IICP/IP and not visible to ANSI C12.22

Data not received:
acknowledgement
not sent

Acknowledzement
of Data2




= This isfantinternal feature of TCP/IP and

not visible to ANSI C12.22

Window

—»1 234567 8% 10 11|12 13 14

Octets not sext Octets that cannot
acknowleged not acknowledzed  but wall be sent be sent witil window
wathout delay moves
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ICR/IENIN@RSPOrT L yer

NRIGR ana UDP JnrroJ,J e the concept of
OIS -

u Commenports and ‘the services that run
- on them:
B 21 and 20
23

25

80

= POP3 110

« C1222-ACSE 1153



ICR/AENIaRSPOrt Layer

mRBy Specifying portsiand including port
numbeErsIWIthsNCP/UDP data, muitiplexing is
dChieved |

Multiplexing' allows multiple network

‘connecuensito take place simultaneously

® [he port numbers, along with the source and

destination addresses for the data, determine
a socket

m ANSI C12.22 has an assigned TCP and UDP
port number 1153, and can be re-assighed
dynamically by C12.22 Node registration

AN




SIVICESIOR applications using
0 |

ort: 1155 »
WEEELOECO!: NCR & Jf‘
N TANAZSSTALUSE Jn’lgp ‘
5 Ranges - Registered
u Trafmic: u' d, outbound, both

= Notification: N/A

s Related Ports: N/A

*TANA — Internet Assigned Numbers Authority



https://www.iana.org/assignments/service-names-port-numbers/service-names-port-numbers.xml

—

ZAVI DI tiEastEUSIr g port: 1153
|  -

- -

i
DP & 1

_| Prejtejco)) ,l

ATTICE '@ 1d, outbound, both
ification:  N/A
m Related Addresses:

m IPv4 "All C1222 Nodes" 224.0.2.4
m IPv6 "All C1222 Nodes" FF0X:0:0:0:0:0:0:204

*TANA — Internet Assigned Numbers Authority



http://www.iana.org/assignments/multicast-addresses/multicast-addresses.xhtml
http://www.iana.org/assignments/ipv6-multicast-addresses/ipv6-multicast-addresses.xhtml

Connleirinie) ranipw'_ for both Models

aNINE fieatures of; JJ" JJ TCP defined at

T GJ/ PAransport Layer correspond to many
Jf ‘the reguireme ts of the OSI Transport

A yar Jihere isia bit of bleed over for

equirements'i thé’Sessmn layer of OSI since

seq ence numbers, and port values can help

to allow the Operatlng System to keep track

of sessions, but most of the TCP and UDP

functions and specifications map to the OSI

Transport Layer.




CoMPaRENNENSPOrt for both Models
S

=ne I CH/IE anaioS] architecture: models both employ all

CONNECHBN and connectionless models at transport layer.

HOWEVERStheNnternet architecture refers to the two models in

ICR/IRTasisimplysconr nections” and “datagrams” But the OSI

referencelmodel) with its penchant for “precise” terminology,
USESIthENErMS connection-mode and connection-oriented for
the connectionimodel and the term connectionless-mode for the
connectionless model.

= In order to maximize interoperability over any network and
minimize reguirements, ANSI C12.22-2012 implements
connectionless-mode ACSE so that it does not require a
connection for its services (but it does not preclude it)

m For the above reasons the ANSI C12.22-2012 maintains
“associations” between “peers” rather than connections



NEtWeEVS:

-
all't OSI Layers, the network layer
Provi es -c' connectlonless and connection-oriented
services. As for the TCP/IP architecture, the internet
layer Is exclusively: connectionless

m ANSI C12.22 does not provide a Network Layer

m ANSI C12.22 Application is designed around a
connectionless-mode network
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NETWEIFEVSHIntErnet

Packet LLevel Hf)'rr ol — OSI's
uen-orented Network Protocol

lard for X.25 defines the DTE/DCE
dard to provide access to a packet-

ler ne"rwr' . It is the network level interface,
Whichi specifies a V|rtual circuit (VC) service. A source
host must éﬂ'ﬁllsh a connection (a VC) with the
destination host before data transfer can take place.
The network attempts to deliver packets flowing over
a VC in seguence.



NETWBIKIVS: Inicar et

-

miConnectionless J\J:}_r.v OrK Service

n BOtNTOSE and MICP upport a connectionless
NELWORKISENVICE: OSI as an alternative to network
"F*onnsccum G cl P/IP as the only way in use.

SrEtWorKIng Pré'cocols

m OSI's CLNFP (ISO/IEC 8473: 1993) is functionally
identical to the Internet’s IP (RFC 791). Both CLNP
and IP are best-effort-delivery network protocols.
Bit niggling aside, they are virtually identical. The
major difference between the two is that CLNP
accommodates variable-length addresses,
whereas IP supports fixed, 32-bit address (IPV4).

m Also IPV6 is another parallel implementation




SEWEIKEVSH LI J_tar et

' ]t-‘F‘ﬁerl dde J ess is more commonly called the
! Fr’ _JCLer SYATEconsists of bits, some of which are allocated
d NIGN=GKEEr N twork—number part and the remainder of
'I!ﬁ'fr*r pare allocated to a low-order host-number part.

- r flee _JJ_)"I'JJ_JFJOF oft bits - how many form the network
- number andhow many are therefore left for the host

n Imber =can be done in one of three different ways, giving
hree different c/asses of IP address

N ANSI C12.22 does not provide IP addresses

m ANSI C12.22 considers IP addresses a native
p(rjo erty,)of the underlying network IP layer (“native
address

m ANSI C12.22 relies on IETF RFC 6142 to specify the
encapsulation and control elements of in the context
of IPv4 and IPv6

r



NetWerevsalnternet
.

ROSINetworkstayer r\dr essing

I:?J/Frf“ and GEIT T jointly administer the global
NELWOrKSaEa essmg domaln The initial
""'ﬁ:r,Jrr'rur:ll decomposition of the NSAP address is
- defined by (ISO/IEC 8348). The standard specifies
the syntax'e d the allowable values for the high-
order part of the address - the Initial Domain Part
(IDP), which consists of the Authority and Format
Identifier (AFIL) and the Initial Domain Identifier
(IDI) - but specifically eschews constraints on or
recommendations concerning the syntax or
semantics of the domain specific part (DSP).

m This has nothing to do with object identifiers used to
tag ANSI C12.22 Application Titles (ApTitle)




NetWwerkeVvss Intérnet

£

5 OS5I RoULNg Architecture
ERERGSystems (ESS)landiintermediate systems ?ISS) use routing
Protecoelsitordistribute (“advertise™) some or all of the information
storedinrtheislocally maintained routing information base. ESs and
ISs sendiand¥eceive these routing updates and use the
Infermaten that they contain (and information that may be
T avallabiesiromithe local environment, such as information entered
manually by anrfeperator) odify their routing information base.
m ANSI C12.22=2012 does not provide routing capability within one
ative network segment, such as the Internet (i.e. the entire
internet appears to ANSI C12.22 as one contiguous network
segment)

m ANSI C12.22-2012 provides relaying capabilities to bridge
between different network segments (eag. C12.22 over internet to
C12.22 over SMS, or between public and private networks) when
automatic-relaying capability is not present between the two
incompatible native network segments
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NetwerkeVvsy 1 LErT et

=

wNIICR/IP Routing Jr\rfrfﬁe ture

mINENIERY/IP routing architecture looks very much like the
OSIreutRgRancnitecture
- = HOosUSUISE ardis ovr‘ry protocol to obtain the identification of

AR gateWays and other ogattached to the same network

SUD=NELWOIIK)

Gateways w In atﬁnomous systems (routing domains)

operate an interior gateway protocol (intradomain IS-IS

routing protocol), and between autonomous systems, they

operate exterior or border gateway protocols (interdomain
routing protocols).

s ANSI C12.22 does not provider routing services on the
internet




Pizitzl [Ir)< / Phjs Cal vs. Subnet

TCP/IP

Subnet

= The function of the Data Link Layer is “provides for the control of
the physical layer, and detects and possibly corrects errors which
may occur” (ISO/IEC 7498:1994). In another words, the Data Link
Layer transforms a stream of raw bits (Os and 1s) from the physical
Into a data frame and provides an error-free transfer from one node
to another, allowing the layers above it to assume virtually error-
free transmission

= ANSI C12.22 does not provide Data link Layer for non-comm-
module implementations



Deta ik FySIC cal vs. Subnet

"RPRysicaliayer: -
=nENUReHon offthe Physical Layer Is to provide “mechanical,
electfical), 'f,Jnr'L]Jn:]'J and | roced}al means to activate a
pn\pml connection for bit transmission” (ISO/IEC
49851994): Basically, this means that the typical role of
the physicalilayer is to transform bits in a computer system
nto electromagnetic (or equivalent) signals for a particular
transmission medium (wire, fiber, ether, etc.)
= ANSI C12.22 does not provide Physical Layer for hon-comm-
module implementations
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Deltaiighey/ B ySI cal vs. Subnet

w)Comparing to) TCP/IP
siheserZiayersioffthe OSI correspond directly to the subnet
layerr e theRCP/IP mode

- = Majentyrerthe i)ms:, the lower layers below the Interface or

AR NEWWOrKSIayer: of the II‘ P model are seldom or rarely

~ discussed.

[he TCP/IP model ages nothing but to highlight the fact the

hos has to?g nnect to the network using some protocol so it

can send IP packets over it. Because the protocol used is

not defined, it will'vary from host to host and network to
network

m ANSI C12.22 does not provide Physical Layer for non-comm-
module implementations
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Datagliighey Hr\s Ivs. Subnet

' Comparing to) T (“57 P

= ATRERmUEiaeliveration by organlzatlons it was decided that
the NEetWorks [nggrf:}\_,u ayer Ip) the TCP/IP model
COMESPONAS to a con ation of the OSI Data Link Layer
and network specific flmions of the OSI network layer (e.g.
IEEE 203.3) -

since these two layers deal with functions that are so
inherently: specific to each individual networking technology,
the layering principle of grouping them together related
functions is largely irrelevant

m For this reason Smart Grid should not specify a preferred the
physical layer




wpaﬂsrr'

i FocustoiReliability Con: ﬂ
a Rolestef Host Syste

B

m De-jure vs. [ a-facto



[ability Control

Focusrof Rel

a

uImplementationrof the:@SI model places emphasis on
providingia reliable’data transfer service, while the TCP/IP
- modeltreatsieliability as an end-to-end problem

~ u Each layerof the OSI model detects and handles errors,
all'datartransmitted includes checksums. The transport
layer of the @SI'model checks source-to-destination
reliability
m [n the TCP/IP model, reliability control is concentrated at
the transport layer. The transport layer handles all error
detection and recovery. The TCP/IP transport layer uses
checksums, acknowledgments, and timeouts to control
transmissions and provides end-to-end verification

m ANSI C12.22 application delegates all of the above to the
network




sihiostsion OSIimplementations do not handle

NEWVerkeoperations, but TCP/IP hosts

palticipateNnmost network protocols

- = TCP/IPMIOSES carry out such functions as end-

- torendVerfication, routing, and network
control™ = "

m ['he TCP/IP internet can be viewed as a data

stream delivery system involving intelligent
hosts

m For ANSI C12.22 over IP, the content of the
data stream is an ACSE PDU
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SJUIENS, Je tO (OSI)

u SF_JJ’JCJer [lef] LJr.e_J bysoificial recognized body. (ISO)

nerOSINreierence model was devised bDefore the protocols were
nventea. i ru_) orJJ 1g means that the model was not biased
toward SeRE particular® set of protocols, which made it quite
generali e aown, side of this ordering is that the designers did
not have muich ex serience with the subject and did not have a
good idea offwhich functionality to put in which layer

m Being general, the protocols in the OSI model are better hidden
than in the T@F}’IP model and can be replaced relatively easily as
the technology changes

s Not so widespread as compared with TCP/IP (complex , costly)
s More commonly used as teaching aids
m However ANSI C12.22 is a Smart Grid reality not a teaching aid
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e

JDerfa to (TCP/IP)

‘r

o

dndardsiadopted due to widespread use. (Internet)

he r)rJror*uJ_) came first, and the model was really just a
aes Jcrurlon Pl the :‘.ALI‘ ng protocols. There was no problem
WILHRUIE PrLO! fitting the model, but it is hardly possible
¢ _)E tjseiie) dﬂ,r‘ le other models.

5: the job done! ' orientation.

Over: the ﬁ%yt has handled most challenges by growing to

\

meet the needs.

m More popular standard for internetworking for several
Feasons .
= relatively simple and robust compared to alternatives such as OSI

= available on virtually every hardware and operating system platform
(often free)

= the protocol suite on which the Internet depends.
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